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1
IDENTIFYING RFID CATEGORIES

BACKGROUND OF THE INVENTION

1. Field of the Invention

The invention relates to digital communication, and more
specifically to Radio Frequency Identification (RFID).

2. Description of the Related Art

Advances in supply-chain technologies are promoting the
rapid deployment of RFID tags to identify individual items,
such as passports, retails products, books, or even humans.

FIG. 1 is a block diagram of conventional RFID system
100. RFID system 100 comprises reader 110 and one or more
RFID tags 130 that are within the interrogation zone 120 of
reader 110.

Reader 110 comprises an antenna 112, a processor 114,
and a memory 116. A typical tag 130 comprises (i) an antenna
132, (i1) amemory 136, and (iii) a processor 134 for rudimen-
tary calculations. FIG. 1 shows details for only one tag, but
each tag comprises the same components. A typical tag con-
tains within its memory a unique 12-digit hexadecimal tag
identifier (tag ID), comprising an 8-digit hexadecimal cat-
egory code (i.e., category ID) and a unique 4-digit hexadeci-
mal instance within that category. For example, a particular
tag ID value might be 048 AF742C12D, where 048AF742 is
the category ID value, and C12D is the unique instance value
for that category ID value. Whereas the tag ID value is meant
to be unique, multiple tags can have the same category 1D
value.

Atypical use of system 100 is to determine which tags, and
hence, which objects are within the system. This determina-
tion is made by performing an interrogation. For a time dura-
tion known as a frame, reader 110 emits from antenna 112 a
downlink signal, which energizes tags 130 within interroga-
tion zone 120. Also within the frame duration, each energized
tag 130 transmits an uplink signal back to reader 110. A
typical uplink signal contains the tag ID value. Reader 110
collects and collates the received tag IDs and generates a list
of which tag IDs are in the system.

A potential problem with the interrogation procedure is
collisions, i.e., when two or more tags transmit at the same
time. A reader that receives a collision typically cannot deter-
mine how many tags transmitted to generate the collision, or
which tags transmitted to generate the collision. As such, the
reader cannot state with certainty which tags are in the sys-
tem.

One protocol, called framed slotted ALOHA, reduces col-
lisions by dividing the frame into a number M of equal-sized
slots, where each slot has a time duration long enough for a
tag to transmit the information requested, e.g., the tag ID. The
number M of slots in a frame is also referred to as the frame
size M.

At the start of a frame, the reader sends two pieces of
information to the tags: the frame size M and a seed value R.
Each tag’s integrated circuit is capable of implementing a tag
algorithm (e.g., a uniform hash function) that takes the seed
value R, the frame size M, and the tag ID, and generates a
pseudo-random slot index number. Each tag transmits its tag
1D during the slot corresponding to its generated slot index
number. Depending on the tag algorithm, the algorithm’s
input parameters, and the different tags are that present in the
system, a tag may be the only tag transmitting in its slot or the
tag’s slot may correspond to a collision, in which the tag and
one or more other tags transmit their tag IDs at the same time.
When a tag is the only tag transmitting in its slot, then the
reader is able to identify that tag as being present. When a
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collision occurs in a slot, the reader is unable to identify the
particular tags transmitting during that slot.

If the reader detects one or more collisions, then the reader
selects a different seed value R and starts another frame.
Because the seed R is different, the tags will generate a
different pseudo-random set of slots in which to transmit,
such that tags that previously collided with other tags might
not collide in the current frame.

Frames are performed until all tags have been identified, or
the process is terminated by some specified threshold, such as
a maximum number of frames. The total number of per-
formed frames is denoted r. The total number of slots in all the
performed frames is known as the scan length in. Thus,
m=r-M. The one or more frames used to identify the tags in
the system may be referred to as corresponding to a single
interrogation of the system.

The example given above focused on determining the par-
ticular tag IDs that are present in a system. However, some
applications might need to know only the categories of prod-
ucts that are present in the system without having to identify
each different product. For such applications, it may be suf-
ficient to identify only the different category 1Ds for the tags
that are present in the system, as opposed to identifying the
particular tags IDs.

SUMMARY OF THE INVENTION

In one embodiment, the invention is a tag for an RFID
system further comprising a reader. The tag comprises a
memory, an antenna, and a processor. The memory is adapted
to store a tag identification (ID) value for the tag, the tag ID
value comprising a category ID value and an instance value.
The antenna is adapted to receive a downlink signal from the
reader and transmit an uplink signal to the reader. The pro-
cessor is adapted to process the downlink signal and generate
the uplink signal. Specifically, the processor is adapted to (i)
select at least one slot in a multi-slot frame based on the stored
category 1D value, but independent of the stored instance
value, and (ii) transmit the uplink signal in the at least one
selected slot in the multi-slot frame.

In another embodiment, the invention is a tag for an RFID
system further comprising a reader. The tag comprises a
memory, an antenna, and a processor. The memory is adapted
to store a tag identification (ID) value for the tag, the tag ID
value comprising a category ID value and an instance value.
The antenna is adapted to receive a downlink signal from the
reader and transmit an uplink signal to the reader. The pro-
cessor is adapted to process the downlink signal and generate
the uplink signal, wherein the processor is adapted to (i) select
two or more different slots in a multi-slot frame, and (ii)
transmit the uplink signal in each of the two or more different
selected slots in the multi-slot frame.

In yet another embodiment, the invention is a tag for an
RFID system further comprising a reader. The tag comprises
a memory, an antenna, and a processor. The memory is
adapted to store a tag identification (ID) value for the tag, the
tag ID value comprising a category ID value and an instance
value. The antenna is adapted to receive a downlink signal
from the reader and transmit an uplink signal to the reader.
The processor is adapted to process the downlink signal and
generate the uplink signal, wherein the uplink signal corre-
sponds to a single bit value.

In yet another embodiment, the invention is a reader for an
RFID system further comprising one or more tags, the reader
comprising a processor and an antenna. The processor is
adapted to generate a downlink signal, and the antenna is
adapted to transmit the downlink signal to the one or more
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tags and receive one or more uplink signals from the one or
more tags. The processor is further adapted to process the one
or more uplink signals. The downlink signal comprises a
multiplicity value indicating a number of slots, such that a tag
that transmits an uplink signal in response to receipt of the
downlink signal will (1) select two or more different slots in
a multi-slot frame based on the multiplicity value and (2)
transmit the uplink signal in each of the two or more different
selected slots in the multi-slot frame.

In yet another embodiment, the invention is a reader for an
RFID system further comprising one or more tags. The reader
comprises a processor adapted to generate a downlink signal
and an antenna adapted to transmit the downlink signal to the
one or more tags and receive one or more uplink signals from
the one or more tags. Each tag is associated with a tag ID value
comprising a category ID value and an instance value. The
one or more tags correspond to one or more categories. The
processor is further adapted to process the one or more uplink
signals to estimate the one or more categories without iden-
tifying any of the one or more tags.

BRIEF DESCRIPTION OF THE DRAWINGS

Other aspects, features, and advantages of the invention
will become more fully apparent from the following detailed
description, the appended claims, and the accompanying
drawings in which like reference numerals identify similar or
identical elements.

FIG. 1 is a block diagram of conventional RFID system
100.

FIG. 2 is a top-level flowchart of process 200 executed by
RFID system 100 of FIG. 1 to estimate the set T of distinct
categories in the system, according to certain embodiments of
the present invention.

FIG. 3 is aflowchart of interrogation procedure 204 of FIG.
2 according to one embodiment of the present invention.

FIG. 4is a flowchart of tag algorithm 310 of FIG. 3 for each
tag.

DETAILED DESCRIPTION

The set of all possible tag categories is denoted N, and the
number of distinct categories in set N, i.e., the cardinality of
set N, is denoted n. The set of distinct categories currently
present in a particular RFID system is denoted T, and the
number of distinct categories in set T, i.e., the cardinality of
set T, is denoted t. It is assumed that set N and cardinality n are
known quantities, and that cardinality t can be estimated. One
method for estimating cardinality t can be found in U.S.
patent application Ser. No. 11/525,339 filed on Sep. 22, 2006,
which application is herein incorporated by reference in its
entirety.

Various embodiments of the present invention are systems
and methods for efficiently determining, with probability
greater than 1-e, where O<e<1, the set T of distinct categories
present in an RFID system. In other words, on average, out of
1/e interrogations to identify set T, no more than one interro-
gation should have any false positive or false negative.

An RFID system according to various embodiments of the
present invention is analogous to RFID system 100 of FIG. 1.
Specifically, the system architecture is the same, but the inter-
nal operation of some or all of the components will differ.
From this point on, unless explicitly stated otherwise, all
references to FIG. 1 and its components will be references to
various embodiments of the present invention.

According to various embodiments of the present inven-
tion, all tags 130 in RFID system 100 contain an identical,
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deterministic tag algorithm that takes (i) parameters received
from the reader and (ii) the tag’s category ID and determines
(a) whether a tag will transmit in a given frame, and, if so, (b)
the slot(s) in which the tag will transmit. Because the tag
algorithm is deterministic and identical for all tags, all tags
with the same category ID will transmit in the same frames,
and in the exact same slots within those selected frames. It is
possible for tags belonging to two or more different catego-
ries to transmit in the same slot in a given frame. It is also
possible for a tag to transmit in a slot that would also have
been used by tags of a different category that is not present in
the system.

According to various embodiments of the present inven-
tion, tags transmit a single bit, i.e., a slot can be as small as one
bit long. If no tag transmits in a given slot, then the slot is
referred to as a zero slot. If one or more tags transmit in a
given slot, then the slot is referred to as a non-zero slot.
Non-zero slots include both (i) slots where only a single tag
transmits and (i1) slots where multiple tags transmit, resulting
in collisions.

The reader knows the tag algorithm. Thus, the reader can
determine, a priori, which categories of tags can and cannot
transmit in a given slot. Furthermore, because the set N of all
possible categories, the number n of distinct categories in set
N, and the number t of distinct categories in the system are
known quantities, the reader can calculate (e.g., see Equations
(1)-(25), below), a priori, the minimum number in of total
slots required to identify the distinct categories within a speci-
fied error threshold.

FIG. 2 is a top-level flowchart of process 200 executed by
RFID system 100 of FIG. 1 to estimate the set T of distinct
categories in the system, according to certain embodiments of
the present invention. Processing begins at step 202 and pro-
ceeds to interrogation procedure 204 where reader 110 inter-
rogates tags 130, and the tags respond by transmitting data
back to the reader. Next, category-identification algorithm
206 analyzes the responses from tags 130 and generates an
estimate of the set T of distinct categories present in system
100. Processing then terminates at step 208.

Interrogation Procedure

FIG. 3 is a flowchart of interrogation procedure 204 of F1G.
2 according to one embodiment of the present invention.

Processing starts at step 302 and proceeds to step 304
where a frame counter is initialized to 1. Next, at step 306,
reader 110 selects a new seed value R. Next, at step 308,
reader 110 energizes tags 130 in the system and broadcasts
the frame size M, a multiplicity value d, a probability value p,
and the seed value R. This particular scheme is referred to as
an (M,d,p) scheme. The probability value p, which ranges
from 0 to 1, indicates the relative probability that a tag will
participate in the current frame. If all tags are expected to
participate in that frame, e.g., in a single-frame interrogation
procedure, then the probability value p will be setto 1. Ifatag
determines that it is to participate in the current frame, then
the multiplicity value d indicates the number of slots in that
frame during which the tag will transmit.

Next, in step 310, each tag (i) takes the frame size M,
multiplicity d, probability p, seed value R, and the tag’s
category ID, (ii) determines whether to transmit in the current
frame, and, if so, calculates the d slots in which to transmit,
and (iii) transmits a “1” in each of the d slots. Step 310 is
discussed in greater detail in the discussion of FIG. 4 below.

Next, in step 312, the frame counter is incremented. Then,
at step 314, it is determined whether the frame counter is
greater than the total number r of frames in the current inter-
rogation, i.e., whether all r frames have been performed. I so,
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then interrogation procedure 204 terminates at step 316; oth-
erwise, processing loops back to step 306 for the next frame
in the current interrogation.

FIG. 4is a flowchart of tag algorithm 310 of FIG. 3 for each
tag. Processing starts at step 402 and proceeds to step 404
where tag 130 receives the frame size M, the multiplicity
value d, the probability value p, and the seed value R.

Next, in step 406, the tag pseudo-randomly picks a number
X between 1 and M/p. In particular, in one implementation,
the tag generates the number X by concatenating the seed
value R and the tag’s category ID, hashing the result with a
standard hash algorithm (e.g., SHA-1, MDS), and then cal-
culating the hash result modulo M/p. In one possible imple-
mentation, the seed value R is an 8-digit hexadecimal number.

Step 408 determines whether or not the tag will transmit
during the current frame. In particular, if the number X is
greater than the frame size M, then the tag will not transmit
during the current frame and process 310 terminates at step
414; otherwise, the tag will transmit during the current frame
and processing continues to step 410. Note that, in a single-
frame interrogation procedure, the probability value p will be
set to 1, and, thus, step 408 will always evaluate to yes.

In step 410, the tag algorithm computes the d slots in which
the tag is to transmit. Specifically, for each index value i from
0 to d-1, a sum is generated by adding together the tag’s
category ID, the index value i, and the seed value R, and the
sum is then hashed using a standard hash function (e.g.,
SHA-1, MD5). The resulting hash value modulo the frame
size M identifies one of the d slots in which the tag is to
transmit.

Then, at step 412, the tag transmits a “1” in the d calculated
slots. Processing then terminates at step 414.

Interrogation procedure 204 can accommodate any num-
ber of frames in an interrogation. If there is no limit on the
frame size M, or if the number t of categories is small com-
pared to frame size M, then a single frame may be sufficient
to correctly estimate set T with a probability greater than 1-e.
In cases where there is restriction on the maximum frame
size, the single-frame method gives a lower bound on the
number of slots needed. Note that, in a single-frame scenario,
the scan length m equals the frame size M. Furthermore, in the
single-frame interrogation procedure, all tags, and thus, all
categories in set T, will transmit in the frame, i.e., the prob-
ability value p is set to 1. Thus, a single-frame scheme may be
referred to as an (M,d) or (m,d) scheme.

If, instead, there are a large number of categories to be
identified by a system utilizing a fixed frame size, then mul-
tiple frames may be required to perform the interrogation
procedure to within the desired level of accuracy. Thus, the
scan length m will correspond to a number r of fixed frames of
size M, i.e.,, m=r-M.

Note that, while interrogation procedure 204 is the same
for single-frame or multiple-frame interrogations, the cat-
egory-identification algorithms 206 used for the two sce-
narios might differ. The variants of category-identification
algorithm 206 are explained in greater detail below. Likewise,
the process for determining the optimal parameters for a
single-frame interrogation procedure differs from the analo-
gous process for a multiple-frame interrogation procedure.
Both of these processes are described in greater detail below.

Category-Identification Algorithms

At the end of interrogation procedure 204, the reader
knows the set Z of zero slots and the set C of non-zero slots.
Additionally, because the reader knows the deterministic
algorithm used by the tags to select frames and slots in which
to transmit, the reader knows the set of categories that can
transmit in any given slot. Given these inputs, the task is to
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determine, with a probability greater than 1—e, the set T of all
distinct categories present in the system.

In certain embodiments of the present invention, category-
identification algorithm 206 is based on category elimination.
The category-elimination algorithm starts by assuming that T
contains all categories that could have transmitted during the
interrogation.

In a single-frame scenario, where probability p is equal to
1 and thus all tags in the system will transmit in the interro-
gation’s single frame, the elimination algorithm starts by
setting set T equal to the set N of all possible categories. For
each zero slot, the reader determines which categories would
have transmitted in the slot, had they been present, and deletes
those categories from T. When all zero slots have been pro-
cessed, T is declared final.

In a multiple-frame scenario, the elimination algorithm
first determines, for a frame k, the set T, of categories that
could have participated in frame k. For each zero slotink, the
reader determines which categories would have transmitted
in the slot, had they been present, and deletes those categories
from T,. When all zero slots in k have been processed, T, is
declared final. When all frames have been processed in this
manner, T is set equal to the union of all sets T,.

In other embodiments of the present invention, category-
identification algorithm 206 is based on category inclusion.
An inclusion-based algorithm initially assumes that set T is
empty, and, for each non-zero slot, adds to T all categories
that could have transmitted in that non-zero slot. The inclu-
sion-based algorithm is the same for both single-frame and
multi-frame scenarios.

Determining Optimal Scanlength in for Single-Frame Cat-
egory-Identification Scheme

An operator of an RFID system typically wants to know the
optimal scanlength m, i.e., the minimum total number in of
slots required to identify the categories in the system with a
probability greater than 1-e. This is typically a function of the
number t of categories present, the potential number n of
categories, as well as the error bound €. The optimal scan-
length in may be important to know when using battery-
operated readers that have limited scanlengths, or where the
items to be identified are in motion (e.g., railroad, ships) and
thus might be in the reader’s interrogation zone for only a
relatively short time.

The probability that a given slot j is picked by tags of a
category in set T is the multiplicity d divided by the scan-
length m, i.e., d/m. Consequently, the probability that slot j is
not picked by a category in set T is

Therefore, the probability that none of the t categories pick
slot j, i.e., that slot j is a member of the set Z of zero slots, is
given by Equation (1):

1Dr[jez]:(1—%)r @

Let y,* denote the k-th slot (with respect to the d slots, not
the in slots) picked by tags of category i. The probability that
slot y,* is not a member of the set Z of zero slots is equal to 1
minus the probability from Equation (1). Thus, Equation (2):
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Since the d slots are picked pseudo-randomly by each
category, the probability that all d slots picked by category i
are not elements of the set Z of zero slots is equal to the
probability of Equation (2) raised to the power of d. Thus, in
Equation (3):

Pyl ez 3 ¢z, ...y ezl =Pyt e 2 (©)

-2

For any category ieN\T, if there is at least one slot y,* in the
set Z of zero slots, then category i is eliminated from set T.
Category 11is said to be in set G if there exists a value k where
1=k=d such that slot y,*eZ. In other words, G is the set of all
categories i that are eliminated from set T. Thus, the probabil-
ity that category i1is a member of set G is equal to 1 minus the
probability of Equation (3). Therefore, in Equation (4):

)

Priie G]=1—(1—(1—%)’]d

The fact that categories pick slots in a pseudo-random
manner means that the probability that a member of set Twill
be found to be a member of set G is equal to the probability of
Equation (4) raised to the power of n—t, i.e., the number of
categories that are not members of set T. Thus, Equations (5)
and (6):

®

Prie VieT]= (1 —(1 - (1 - %]']d]'H

dy\*Y (©)
Pr[ieGVieT]z(l—(l—(l——]]]

m

Note that, when all categories i T belong to set G, then all
these categories will be eliminated, and the remaining cat-
egories will belong to set T. Since the goal is to identify set T
with probability greater than 1-e¢, in Equation (7):

g(m, d):(l_(1_(1_%)’]d]n21_8 €]

In other words, the goal is to pick an (m,d) scheme that
achieves the bound of Equation (7) using the minimum scan-
length m. The value of multiplicity d is chosen appropriately
to minimize the value of scanlength m. Another way of look-
ing at this problem is to fix the value of scanlength m and find
the value of multiplicity d that minimizes the following Equa-
tion (8):
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Once this is done, a value of scanlength m is found that
meets the high probability bound. In order to find the optimal
value of multiplicity d, an approximation is made by setting

which, when used in Equation (8), yields the following Equa-
tion (9):

td td
)

; - « ©
fid) = (1 _eﬁ'%)d = o ule m i e

Note that the above Equation (9) is minimized when the
exponent is maximized. This occurs when

Submitting this value for the multiplicity d in g(m,d) of Equa-
tion (7) yields Equation (10):

gm d)=(1-a7) 10

where o = 272 ~ 0.6185.

‘We now set

n

)={1-a?)

1—55(1—no/tﬂ

using the binomial equality. This implies that

~i%
A
m

Solving for scanlength m, and using a<1 yields the following
Equation (11):

mz %tln(g)

an

Using the value of a from Equation (10) in Equation (11),
and using —1/In o=(In 2)~*=2.082, yields the following theo-
rem. In the single-frame category-identification scheme
described above, given the number n of possible categories,



US 9,081,996 B2

9

the number t of categories present, and an experimental error
bound e, the minimum number m of slots needed by the
single-frame identification algorithm to correctly identify the
set T of categories present with probability 1-€ is given by the
following Equation (12):

me 2.082[1n(g) 12

Note that the number of slots increases linearly with the
number t of categories present, but only increases logarith-
mically with the total potential number n of categories. Since
the total category space is constant, the scanning delay for
category identification is linear in cardinality t.

In a single-frame system optimized according to Equation
(12), m/d=1.44t.

Alternative Single-Frame Interrogation Procedure

In an alternative single-frame interrogation procedure,
each frame is divided into d sub-frames, where each sub-
frame has [m/d]=[1.44t] slots (where the [ | brackets indicate
that the result should be rounded up to the next integer. The
value of 1.44t comes from the single-frame optimization of
Equation (12).

The multiplicity d is set to 1, i.e., if a tag participates in a
subframe, then the tag will transmit on a single slot. The
interrogation procedure used is procedure 204 of FIG. 3,
except that the frame counter is now a sub-frame counter.
Once procedure 204 is complete, the reader executes either
the multi-frame elimination algorithm or the inclusion algo-
rithm to determine the set T of categories present.

In the exemplary single-frame interrogation procedure
described earlier, tags need to be able to (i) calculate the index
numbers of d slots in which to transmit, (i) store all d calcu-
lated slot index values, and (iii) sort the d slot index values in
ascending order. In contrast, the alternative single-frame
interrogation procedure requires the tag to calculate only one
slotper sub-frame. As such, the alternative single-frame inter-
rogation procedure requires fewer computing resources on
the tag.

Determining Optimal Scanlength in for Multiple-Frame
Category-Identification Method

In order for the multi-frame elimination algorithm to cor-
rectly identify set T, two conditions must be satisfied. First,
each category i that is a member of the set N\T of all catego-
ries that are not present in the system, should be “scheduled”
to participate in at least one frame. Scheduled means that the
system parameters are selected such that if category i were
present, it would participate in at least one frame. Second, if
category 1is not an element of set T, i.e., ieN\T, then category
i should not be identified as having participated in any time
slot.

Users of an RFID system typically want to know the opti-
mal system parameters for a multiple-frame scenario, i.e.,
given a fixed frame size M, what is the minimum number r of
frames (and, thus, the minimum scanlength m) needed to
satisfy these two conditions with probability greater than 1—e.

Let k index the frames, let j index the slots, and let Sjk
denote the set of categories that are supposed to transmit in
slotj in frame k (given the probability p). Let Z, denote the set
of zero slots in frame k. Let Y,* denote the indicator that will
be setto one if we determine that category iis present in frame
k.

If'a non-present category i (i.e., ieN\T) is not eliminated in
frame k, then either (i) category i1is not scheduled in frame k
with probability (1-p) or (ii) category i is scheduled in frame
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k, but not detected, i.e., none of the slots picked by category
1 map to any slot in the set Z, of zero slots of frame k (i.e.,
other, present categories transmit in each of categories i’s
slots in frame k). The probability that a non-present category
is not eliminated in frame k is expressed in Equation (14):

Pr[Y}=0,ieN\T|=(1-p)+p(PrfieU; .S} (14)

where the first term on the right-hand side (R.H.S.) represents
the probability that the category does not participate in this
frame, and the second term on the R.H.S. represents the
probability that the category is scheduled for frame k, but not
detected.

The probability that a category i participates in a frame is p.
The probability that category i picks a given slot j within a
frame is

g.

Thus, the probability that category i does not pick slot j is

L,
P

The probability that no category in set T picks slot j is

A slot j is empty (i.e., jeZ") if none of the categories in set T
maps to slot j. Thus, the probability that slot j is empty is
expressed in Equation (15):

Prije 7t =(1 —p%)’ 4

If the probability that a slot is empty is

Thus, the probability that all d slots that would have been
selected by a scheduled, non-present category i are not empty
is

t.d

1-1-rig)

d
::(l—eipﬂjl) .

Plugging this expression into the second term ofthe R.H.S. of
Equation (14) yields the following Equation (16):
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i d 16
O=(1=py+pll—eit) 16

The probability ® is the probability Pr[Y *=0,ieN\T] of
Equation (14) that a scheduled, but non-present category i
does not get eliminated in a frame. Thus, the probability that
anon-present category i does not get eliminated in all r frames
is ®@r. Consequently, the probability that a non-present cat-
egory i does get eliminated after processing all r frames is
(1-®"). Thus, the probability that all non-present categories
(i.e., all categories in set N\T) are scheduled and mapped to at
least one zero slot in the r frames, thereby getting eliminated,
is given by (1-®")"™".

If a category is not scheduled (using the probability p) in
any of the r frames, then the category is marked as present.
Any category in set T, if scheduled in a frame, will never map
to a zero slot. This implies that, for certain implementations of
the probabilistic category identification algorithm to be suc-
cessful, only non-present categories need to be eliminated.
Thus, the probability that all categories in N\T can be elimi-
nated and every category in set T can be identified is given by
(1-®"Y"~". In order to achieve the target estimation error
requirement, the probability that every category in set T can
be identified must be greater than 1 minus the error bound e,
or, as defined by Equation (17):

(1-@y"=1-¢ 17

The L.H.S. of Equation (17) can be maximized by mini-
mizing the probability ®. Unlike the single-frame analysis,
here the number t of categories can be much larger than the
frame size M. If the probability ® is minimized with respect
to the multiplicity d, subject to the fact that d=1, the minimum
is obtained when d=1 for t=M In 2. Similarly, it can also be
shown that, for t<M, the probability ® is minimized when the
probability p=1. Given these two observation, there are two
separate optimization algorithms: one for t<M, and another
for t>M.

Optimizing Multiple-Frame Category-Identification for
=M

For the range t<M, the probability p=1, and the multiplicity
d is computed to minimize the probability @ as shown in
Equation (18):

O—[1-e M) (18)

Minimizing the probability @ with respect to the multiplic-

ity d is similar to the single-frame analysis, and yields e™*¥
»=0.5, leading to

=[]

since the multiplicity d has to be an integer. Note that, for M
In 2=<t=M, d=1. In order to eliminate all categories in set N\T
with high probability, the system is configured so as to satisfy
Equation (19):

! a9

=1-¢€

-0y =(—at)

The lower bound for the number r of frames is derived from
Equation (19). An approximation similar to the single-frame
case is used, resulting in the following theorem. Given a fixed
frame size M, the number n of possible categories, the number

25

40

45

50

55

60

12
t of categories present where t=M, and an error bound e, the
number r of fixed frames needed by the multiple-frame iden-
tification procedure to identify, with probability 1—e, the set T
of categories present is given by the following Equation (20):

20

2.080%
> —_
‘[ 7] HJ

Optimizing Multiple-Frame Category Identification for
=M

For the range t>M, d=1, and the probability p is computed
to minimize the probability ® in Equation (21):

®=(1-p)+p[l-[1- @y

p 1
il

Minimizing the probability ® with respect to the number t
of categories yields the optimum probability p=M/(t+1). The
minimum probability ®=~1-M/et, where e is the base of the
natural logarithm (2.71828 . . . ). To eliminate categories that

are not present, values are set in accordance with Equation
(22):

ron—t

(1-@’)”*’:[1-(1-%)] 21-¢

22

Approximating Equation (22), as in the previous cases,
yields Equation (23):

(n-z)(1_g)r5n(1_ﬂ)’ 23)

In order to get a simplified picture about the dependence of
the number r of frames on the number t of categories, it is
assumed that M<0.01et, and the above Equation (23) is
rewritten as Equation (24):

M e

e e < - @4

Equation (24) provides the lower bound on the number of
frames. In other words, given a fixed frame size M, the num-
bern of possible categories, the number t of categories present
in the system where t>M, and an error bound €, the number r
of frames needed by the multiple-frame identification method
to identify the set T of categories present with probability 1-e
is given by Equation (25):

@5

Each tag participates once in each frame with a probability
of M/(t+1).

Benefits of Certain Embodiments of the Present Invention

The category-identification processing time of some prior-
art RFID identification methods, e.g., framed slotted
ALOHA, is a linear function of the number of tags in the
system. In other words, the larger the number of tags in the
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system, the longer it will take framed slotted ALOHA to
identify set T. In contrast, the processing time of certain
embodiments of the present invention scale linearly with the
number t of distinct categories in the system. Thus, for
example, certain embodiments of the present invention will
take the same amount of time to identify set T in a system with
t distinct categories, regardless of whether that system con-
tains 10 tags or 1,000 tags.

Furthermore, certain embodiments of the present invention
perform within a constant factor of a hypothetical oracle. The
hypothetical oracle is an ideal category identification scheme
in which all category IDs are serially transmitted without any
collisions. Each transmission takes log, n=1.44 In n bits.
Embodiments of the present invention have a competitive
ratio of 1.44(1+log,(1/€)) with respect to the hypothetical
oracle. For n=10°, €=0.001, the competitive ratio is 1.92.

Yet turther, certain embodiments of the present invention
offer security benefits not offered by other schemes. When
responding to interrogation, tags respond with only a “1”, and
not the category ID or the tag ID. To determine the categories
present, one needs to know the particular tag algorithm used.
Assuming that the tag algorithm has been kept confidential,
an adversary cannot listen in on an interrogation and thus
learn which categories are present in a system.

Although the present invention has been described in the
context of identifying the set T of distinct categories in a
population of tags, the invention is not so limited. The present
invention could also be used to generate a set of distinct tag
IDs in the system. Instead of N representing the set of all
categories, N would now represent the set of all possible tag
IDs. Thus, for each slot, the reader would need to calculate
which tag IDs can/cannot transmit in the slot.

The present invention can be embodied in the form of
methods and apparatuses for practicing those methods. The
present invention can also be embodied in the form of pro-
gram code embodied in tangible media, such as magnetic
recording media, optical recording media, solid state
memory, floppy diskettes, CD-ROMs, hard drives, or any
other machine-readable storage medium, wherein, when the
program code is loaded into and executed by a machine, such
as a computer, the machine becomes an apparatus for prac-
ticing the invention. The present invention can also be embod-
ied in the form of program code, for example, whether stored
in a storage medium, loaded into and/or executed by a
machine, or transmitted over some transmission medium or
carrier, such as over electrical wiring or cabling, through fiber
optics, or via electromagnetic radiation, wherein, when the
program code is loaded into and executed by a machine, such
as a computer, the machine becomes an apparatus for prac-
ticing the invention. When implemented on a general-purpose
processor, the program code segments combine with the pro-
cessor to provide a unique device that operates analogously to
specific logic circuits.

Unless explicitly stated otherwise, each numerical value
and range should be interpreted as being approximate as if the
word “about” or “approximately” preceded the value of the
value or range.

It will be further understood that various changes in the
details, materials, and arrangements of the parts which have
been described and illustrated in order to explain the nature of
this invention may be made by those skilled in the art without
departing from the scope of the invention as expressed in the
following claims.

As used herein in reference to an element and a standard,
the term “compatible” means that the element communicates
with other elements in a manner wholly or partially specified
by the standard, and would be recognized by other elements
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as sufficiently capable of communicating with the other ele-
ments in the manner specified by the standard. The compat-
ible element does not need to operate internally in a manner
specified by the standard.

The use of figure numbers and/or figure reference labels in
the claims is intended to identify one or more possible
embodiments of the claimed subject matter in order to facili-
tate the interpretation of the claims. Such use is not to be
construed as necessarily limiting the scope of those claims to
the embodiments shown in the corresponding figures.

It should be understood that the steps of the exemplary
methods set forth herein are not necessarily required to be
performed in the order described, and the order of the steps of
such methods should be understood to be merely exemplary.
Likewise, additional steps may be included in such methods,
and certain steps may be omitted or combined, in methods
consistent with various embodiments of the present inven-
tion.

Although the elements in the following method claims, if
any, are recited in a particular sequence with corresponding
labeling, unless the claim recitations otherwise imply a par-
ticular sequence for implementing some or all of those ele-
ments, those elements are not necessarily intended to be
limited to being implemented in that particular sequence.

Reference herein to “one embodiment” or “an embodi-
ment” means that a particular feature, structure, or character-
istic described in connection with the embodiment can be
included in at least one embodiment of the invention. The
appearances of the phrase “in one embodiment” in various
places in the specification are not necessarily all referring to
the same embodiment, nor are separate or alternative embodi-
ments necessarily mutually exclusive of other embodiments.
The same applies to the term “implementation.”

The invention claimed is:
1. A tag for an RFID system, the tag comprising:
a memory adapted to store a tag identification (ID) value
for the tag, the tag ID value comprising (i) a category ID
value shared with at least one other tag and selected from
one of a plurality of predetermined values correspond-
ing to different categories of RFID tags and (ii) an
instance value;
an antenna adapted to receive a downlink signal from a
reader and transmit an uplink signal to the reader; and
a processor adapted to process the downlink signal and
generate the uplink signal, wherein:
the processor is adapted to select at least one slot in a
multi-slot frame based on the stored category 1D
value, but independent of the stored instance value;
and

the tag is adapted to transmit the uplink signal in the at
least one selected slot in the multi-slot frame.

2. The invention of claim 1, wherein:

the processor is adapted to select at least one slot in the
multi-slot frame; and

the tag is adapted to transmit the uplink signal in each of the
at least one selected slot in the multi-slot frame.

3. The invention of claim 2, wherein:

the downlink signal comprises a multiplicity value indicat-
ing a number of slots; and

the processor is adapted to select the at least one slot based
on the multiplicity value.

4. The invention of claim 1, wherein:

the downlink signal comprises a probability value; and

the processor is adapted to determine whether or not to
transmit the uplink signal in the multi-slot frame based
on the probability value.
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5. The invention of claim 1, wherein the uplink signal

corresponds to a single bit value.
6. The invention of claim 1, wherein:
the processor is adapted to select at least one slot in the
multi-slot frame;
the tag is adapted to transmit the uplink signal in each of the
at least one selected slot in the multi-slot frame;
the downlink signal comprises a multiplicity value indicat-
ing a number of slots;
the processor is adapted to select the at least one slot based
on the multiplicity value;
the downlink signal comprises a probability value;
the processor is adapted to determine whether or not to
transmit the uplink signal in the multi-slot frame based
on the probability value; and
the uplink signal corresponds to a single bit value.
7. A tag for an RFID system, the tag comprising:
a memory adapted to store a tag identification (ID) value
for the tag, the tag ID value comprising (i) a category ID
value shared with at least one other tag and selected from
one of a plurality of predetermined values correspond-
ing to different categories of RFID tags and (ii) an
instance value;
an antenna adapted to receive a downlink signal from a
reader and transmit an uplink signal to the reader; and
a processor adapted to process the downlink signal and
generate the uplink signal, wherein:
the processor is adapted to select at least one slot in a
multi-slot frame; and

the tag is adapted to transmit the uplink signal in each of
the at least one selected slots in the multi-slot frame,
wherein:

the downlink signal comprises a multiplicity value indicat-
ing a number of slots; and

the processor is adapted to select the at least one slot based
on the multiplicity value.

8. The invention of claim 7, wherein:

the downlink signal comprises a probability value; and

the processor is adapted to determine whether or not to
transmit the uplink signal in the multi-slot frame based
on the probability value.

9. The invention of claim 7, wherein the uplink signal

corresponds to a single bit value.

10. A tag for an RFID system, the tag comprising:

a memory adapted to store a tag identification (ID) value
for the tag, the tag ID value comprising (i) a category ID
value shared with at least one other tag and selected from
one of a plurality of predetermined values correspond-
ing to different categories of RFID tags and (ii) an
instance value;

an antenna adapted to receive a downlink signal from a
reader and transmit an uplink signal to the reader; and
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a processor adapted to process the downlink signal and
generate the uplink signal, wherein the uplink signal
corresponds to a single bit value, wherein:
the downlink signal comprises a probability value; and
the processor is adapted to determine whether or not to
transmit the uplink signal in a multi-slot frame based on
the probability value.
11. A reader for an RFID system, the reader comprising:
a processor adapted to generate a downlink signal;
an antenna adapted to transmit the downlink signal to one
or more tags and receive one or more uplink signals from
the one or more tags, wherein:
one or more uplink signals comprises a tag 1D value
comprising (i) a category ID value shared by at least
two tags and selected from one of a plurality of pre-
determined values corresponding to different catego-
ries of RFID tags and (ii) an instance value; and

the processor is further adapted to process the one or
more uplink signals to estimate the one or more cat-
egories without identifying any of the one or more
tags.

12. The invention of claim 11, wherein each uplink signal
corresponds to a single bit value.

13. The invention of claim 11, wherein:

the processor has knowledge of'an association between one
or more category ID values and one or more respective
slots receiving an uplink signal in a multi-slot frame, but
independent of the tag’s instance value; and

the processor is adapted to estimate the one or more cat-
egories based on knowledge of which slots in the multi-
slot frame have at least one uplink signal and which slots
in the multi-slot frame have no uplink signal.

14. The invention of claim 13, wherein the processor esti-
mates the one or more categories by implementing a cat-
egory-elimination algorithm in which (1) for each multi-slot
frame in an interrogation, the processor (a) initially assumes
that the one or more tags correspond to all categories that can
transmit in the multi-slot frame and (b) then eliminates cat-
egories corresponding to slots in the multi-slot frame having
no uplink signal to generate a set of present categories for the
multi-slot frame, and (2) if there are two or more multi-slot
frames, then the processor performs a union of all the sets of
present categories for each frame.

15. The invention of claim 13, wherein the processor esti-
mates the one or more categories by implementing a cat-
egory-inclusion algorithm in which the processor (1) initially
assumes that the one or more tags correspond to no categories
and (2) then includes categories corresponding to slots in the
multi-slot frame having at least one uplink signal.
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